SAN MATEO COUNTY OFFICE OF EDUCATION

CLASSTITLE: NETWORK ANALYST

BASIC FUNCTION:

Under the direction of the Adminigtrator, Information Technology Services, perform avariety of speciaized
activitiesinvolved in the ingtdlation, configuration, operation, maintenance, and repair of assigned network
systems, servers and related equipment, hardware, software and applications;, administer, evauate and
modify network systems to assure proper security and operation.

REPRESENTATIVE DUTIES:

ESSENTIAL DUTIES:

Perform avariety of specidized activitiesinvolved in theingtalation, configuration, operation, maintenance,
and repair of assgned Local Area Network (LAN) and other network systems, servers and related
equipment, hardware, software and applications, monitor and evaluate network performance to assure
smooth and efficient operation and identify problems, concerns and security issues.

Inspect, troubleshoot and diagnose network system, server, hardware and application mafunctions to
assure smooth nning of network systems, resolve network problems and mafunctions, administer,

configure, monitor and maintain network system servers and security; update serverswith security patches
and anti-virus software as needed.

Provide for the effective and efficient storage, retrieval, customization and archiving of data on servers,
troubleshoot and resolve network and server-related database problems and malfunctions; assure data
integrity; prepare, maintain and replace back-up data files, monitor avallable system disk space; move,
compress and delete files to provide for program running as needed.

Install server and work station software; test gpplications to assure proper operation; configure hardware
and softwareto assure network access and smooth system operations; troubleshoot and resolve operating
systerm mafunctions; obtain and ingtal software updates and upgrades as needed.

Perform avariety of network administration activities including establishing and maintaining user accounts,
passwords, e-mall accounts, internet connectivity, firewals and designated programs and systems; assess
and respond to requestsfor network system and server ingalations, upgrades and modifications, determine
appropriate hardware and software to meet requests.

Assg in the planning, design, s&t-up, development and modification of computer and network systems,
ingall and configure network hardware, cabling, servers, hubs, routers, printers, Scantron devices and
related equipment; replace cabling, equipment and devices as necessary; assure proper ingtalation of server
and work station software and test applications to assure proper operation.
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Prepare user sations and computer equipment for staff use; ingtal and configure software and hardware and
observe dementsof the computer for evidence of incorrect performance; connect work stationsto network
server and assure proper operation; troubleshoot, diagnose and repair computer workstations and related
hardware and software as needed.

Communicate with personnd, administrators and various outside agencies to exchange information and
resolveissuesor concerns, contact and collaborate with vendorsin resolving network problems, issuesand
mafunctions.

Operate avariety of computers, servers, peripherds, meters, specialized software and hand tools, drivea
vehicle to conduct work.

Maintain various records related to servers, maintenance, repairs and assigned activities.

Research and eva uate new technologiesfor possible implementation; confer with users concerning system
needs, provide recommendations concerning the purchasing and implementation of new technologies
including network hardware and software.

OTHER DUTIES:
Perform related duties as assgned.

KNOWLEDGE AND ABILITIES:

KNOWLEDGE OF:

Practices, procedures and techniquesinvolved in theingdlation, configuration, operation, maintenanceand
repair of network systems, servers and related equipment, hardware, software and applications.
Principles, methods and procedures of operating computers, networks and periphera equipment.
System utilities and design and program applications.

Materids, methods and tools used in the operation, ingalation and repair of computer and network
systems.

LAN usage, implementation and network terminology.

Generd principles, theories and techniques of network design.

Applicable types of cabling systems, servers, hubs, routers and other related equipment.

Ingtallation, maintenance and repair of computer hardware, software and periphera eguipment.
Computer operating systems and software applications utilized by the County Office,

Record-keeping and report preparation techniques.

Interpersond skills using tact, patience and courtesy.

Ord and written communication skills.

Technical aspects of field of specidty.

ABILITY TO:
Perform avariety of specidized activitiesinvolved in theinstalation, configuration, operation, maintenance,
and repair of assgned network systems, servers and related equipment, hardware, software and
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gpplications.

Adminigter, evauate and modify network systems to assure proper security and operation.
Troubleshoot, diagnose and resolve problems with network servers, hardware and software.
Assg in the planning, design, inddlation, configuration and modification of LANS.

Install and assure proper operation of server and work station software and updates.
Perform avariety of network administration activities incuding establishing and maintaining user accounts,
passwords, server and system back-ups, e-mail accounts and internet connectivity.

Repair and replace hardware as needed.

Monitor and maintain network system security, servers and databases.

Provide for effective and efficient storage, retrieva, customization and archiving of data
Ingtal and configure network hardware, cabling and related equipment.

Meset schedules and time lines.

Work independently with little direction.

Maintain records and prepare reports.

Communicate effectively both oraly and in writing.

Egtablish and maintain cooperative and effective working relationships with others.

EDUCATION AND EXPERIENCE:

Any combination equivaent to: bachelor’s degree in computer science or related field and two years
experience involving the ingalation, maintenance and repair of network systems and related servers,
equipment, hardware and software.

LICENSESAND OTHER REQUIREMENTS:
Vdid Cdiforniadriver’ slicense.
WORKING CONDITIONS:

ENVIRONMENT:
Indoor work environment.
Driving avehicle to conduct work.

PHYSICAL DEMANDS.

Dexterity of hands and fingers to operate a computer keyboard.

Hearing and spesaking to exchange informetion.

Seeing to reed a variety of materias and view a computer monitor.

Sitting or standing for extended periods of time.

Lifting, carrying, pushing or pulling moderately heavy objects as assgned by the position.
Bending & the wais, knegling or crouching.

Reaching overhead, above the shoulders and horizontally.
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